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IR Linux hite 1 WEEN, JERERMRRGIRS, BEEAAN G,

Shell AT :

#1/bin/bash

# node monitor for local linux's cpu,mem,disk etc
cd /root/node_exporter-1.0.1.linux-amd64
nohup ./node_exporter &

# http monitor for remote host
cd /root/blackbox_exporter-0.17.0.linux-amd64
nohup ./blackbox_exporter &

#Halert manager
cd /root/alertmanager-0.21.0.linux-amd64

nohup ./alertmanager --cluster.listen-address="" --config.file=alertmanageryml &
# start prometheus itself

cd /root/prometheus-2.21.0-rc.0.linux-amd64

nohup ./prometheus --config.file=prometheus.yml &

VER alertmanager BN, AN [ --cluster.listen-address=""X M& I, FRA G HERE .
PAT I8 shell A, A3 T TR 4 MRS

Ei& 4 A HRSSATIF RS FA0 T

/prometheus
alertmanager
node_exporter

/. /blackbox_expo

JA 8 JGIZ4T netstat —ntlp 7] LLE BIBEREFT R BT A bt .
WRFEFIBITA W, HHEAR NPT B3, tail-f nohup.out BEA FFERHH HE .
{F T url 3517 Prometheus I} 5511 web %8 B 5T 1 :

http://sample.com:9090/graph

sample.com J& N EHLAIHA, Prometheus F) web server 1Z 17 7E 9090 Jifi [ .

WI'R 72 Graph JiRE, 1X BLAT LK metrics HEAT ), LLUnFR A1) probe_http_status_code 1X 5%
metrics, £ web TUH F 7R HIXT 3 ANt T 4 i 45 R
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O enable query history

probe_http_status_code

Execute - insert metric at cursor - %

Remove Graph

& bk Console 55111 Graph $Z4H, 1T LAFZ RS P o0 R, 1 H i ah R e R K .

NN Alerts Dife, EARMCE R E T

Alerts

Inactive (1)  Pending (0)  Firing (0)
O Show annotations
first_rules.yml > host-down

InstanceDown (0 active)

{{ $labels.job }} has been down for more than 2 minutes.'

FIRRRAGHERE T AT ARSI EE, SORNERSEMN Crules).
Wz, X aNRFRUATBCERINE? Tiii— &K,

(1) FBeE Prometheus IR %%
Prometheus & 2 3B E SCAE, —1r 2 Prometheus &, — 1028521 rules.

Prometheus H & & CF & prometheus.yml, 7 527 [F— H3¢t.

HHEARWT:

‘ # my global config
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global:
scrape_interval: 60s # Set the scrape interval to every 15 seconds. Default is every 1
minute.

evaluation_interval: 60s # Evaluate rules every 15 seconds. The default is every 1 minute.

# Alertmanager configuration
alerting:
alertmanagers:
- static_configs:
- targets:
-127.0.0.1:9093 #iX HLEEL, 157 alertmanager bl ¥ [

# Load rules once and periodically evaluate them according to the global 'evaluation_interval'.
rule_files:

- "first_rules.yml" # JN#ERER — N2 ZAN) ST

# - "second_rules.yml"

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label ‘job=<job_name>" to any timeseries scraped from this
config.
- job_name: 'prometheus' # IXH /& prometheus H & IR 4%

# metrics_path defaults to '/metrics'
# scheme defaults to 'http'.

static_configs:
- targets: ['localhost:9090']

-job_name: node # IXHALHE node_exporter [ 515 75 =
static_configs:
- targets: ['localhost:9100']

-job_name: 'blackbox' # iXHFCE blackbox_exporter 1545 77 =X
metrics_path: /probe
params:
module: [http_2xx] # Look for a HTTP 200 response.
static_configs:

- targets:
- http://samplel.com # WA Wy
- http://sample2.com # WSIEEE 2 Nk
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- http://sample3.com # WSHEEE 3 NG
relabel_configs:

- source_labels: [__address__]
target_label: __param_target
- source_labels: [__param_target]
target_label: instance
- target_label: __address__
replacement: 127.0.0.1:9115 # The blackbox exporter's real hostname:port.

P SCA first_rules.yml, 47T Prometheus #2/7 HI[F— H 3%

S pIL I

groups:
- name: host-down
rules:

# Alert for any instance that is unreachable for >2 minutes.
- alert: InstanceDown  # & X HEM item 47, WL THKFHATHHE

expr: probe_success == # blackbox_exporter ] metrics LA X 2%, R KK
for:2m # RFLLRM 2 4380
labels:

severity: page
annotations: # & X Z A
summary: "Instance {{ Slabels.instance }} down"
description: "{{ Slabels.instance }} of job {{ Slabels.job }} has been down for more than 2
minutes."

BB A, BT tad TR, mE I

# ./promtool check config prometheus.yml
Checking prometheus.yml
SUCCESS: 1 rule files found

Checking first_rules.yml
SUCCESS: 1 rules found

- TUNC Y B E =T

https://prometheus.io/docs/prometheus/latest/configuration/configuration/

(2) [ # node_exporter fif}
node_exporter XTI HLH ST %, AFREFHAE, ©E2AMEARE M.
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(3) BLHE blackbox_exporter ffi1f
blackbox_exporter X 75 Wi il 5 At A7 4%, AT ERF I E . B8 — BN E S
blackbox.yml, FHKE LINE.

(4) BLE alertmanager fif4:
alertmanager & X HEZER 7, Ll f:. MAESE. ERRCE X2 alertmanageryml,
AS i =S i = 1

HHARWT:

global:
smtp_smarthost: 'localhost:25'  # FFEF FFANLH postfix Ak5s, ERIA T 2 TFE BiAy
smtp_from: 'inffo@sample.com'  # & iEMHELE R Mk
smtp_require_tls: false  # SMTP JH ) TLS 1A false

route:
group_by: ['alertname'] # %5 item )% AT 4
group_wait: 10s
group_interval: 10s
repeat_interval: 1h
receiver: team-X-mails  # WHEH 5L

receivers: # & X 57750
- name: 'team-X-mails'
email_configs:

-to: 'user@xxx.org'  # B ANEFE

inhibit_rules: # 1X B AR R critical FIRUNIZE &% warning 1), BFf B E &%
- source_match:
severity: 'critical'
target_match:
severity: 'warning'
equal: ['alertname']

BB Se)m, BTt E Mg

# ./amtool check-config alertmanager.ymi
Checking 'alertmanager.yml' SUCCESS
Found:

- global config

- route

- 1inhibit rules

- 1 receivers
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- 0 templates

alertmanager FH ¢ HC B AL IS UL 7 SCRY :

https://prometheus.io/docs/alerting/latest/overview/

R, A,

R 2 ARG, A M, AR

O Enable query history

probe_success

z R
Execute - insert metric at cursor -
Remove Graph

Graph = Console
« Moment »
Element Value
probe_success ="hitp/ e job="blackbox')
probe_suc nstance="http:/ /gusiRRRREe" job="blackbox'} 0
0

probe_success{instance="https//ilostmyname.com” job="blackbox"}

FATA 1 probe_success iX 4% metrics, % ST X 3 ) 45 5L 0.

[0 2 5 U, 0k

Alerts

Inactive (0)  Pending (0)  Firing (1)

O show annotations
first_rules.yml > host-down

InstanceDown (2 active)

alert

} of job {{ S$labels.job }} has been down for more than 2 minutes.'

stance }} down

Labels State Active Since Value
instance="http://,..... - 7 FIRING  2020-09-09 02:00:42.798526628 +0000 UTC 0
FIRING  2020-09-09 02:00:42.798526628 +0000 UTC 0

BRFEECRPIMAR T BRI, YIRS SR N AT
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2 alerts for alerthame=InstanceDown

View In AlertManager

[2] Firing

Labels

alertname = InstanceDown

instance = http:/NSeulRRRNNS

job = blackbox

severity = page

Annotations

description = hitp: /S RSSSRgEEEP of job blackbox has been down for more than 2
minutes.

summary = Instance http. /iy —————t O W 1

Source

Labels

alertname = InstanceDown

instance = https:/ilostmyname.com

job = blackbox

severity = page

Annotations

description = hitps:/filostmyname.com of job blackbox has been down for more than 2
minutes.

summary = Instance https://ilostmyname.com down

Source

HEPE AR AT, H blackbox MEFERIMI LB, A 2 NHE 1, S HUN R 2 28

2 t, Prometheus FL & 5¢H, LAEIEH .



